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CrtpaHuuyHag opraHusaumsa namaTu

# Load from memory
movq (%rax), %rbx
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Tpu Moaenu ynpasneHus namaTtbio Intel 64

Flat Model
Linear Address
[ 1] >
Linear
Address
Space*

Segmented Model

Segments

|— Linear -

Offset (effective address) Address
Logical Spage”
Address Segment Selector o
»

Real-Address Mode Model

Linear Address

Offset Space Divided  — — -
I Into Equal
i Sized Segments | _ _ |
Ab%%gssl Segment Selector »
» — —

* The linear address space T T
can be paged when using the
flat or segmented model.

Intel 64 and IA-32 Architectures Software Developer’s Manual



Translation: Logical address (SegSel : Offset) --> Linear address (48 bits)
(Vol. 3A Intel 64 and IA-32 Architectures Software Developer’s Manual, Chapter 3 Protected Mode Memory Management)

# Load from memory
movq (%rax), %rbx

e Select descriptor table
(TI=07?GTD :LDT)

Segment selector
(16 bits: CS, DS, SS, ES, FS, GS)

A=

7

Index (bits 15-3) Tl (3)

RPL (1-0)

—

Logical Address
(or Far Pointer)

Segment ¢

Selector

Offset

| 16bits | | 64 bits ]

Hidden descriptor cache
(Base, Limit, Access)

= Index - Index of a segment descriptor (13 bits)
= Tl - Table indicator (O - GDT, 1 - LDT)
= RPL - Requested privilege level

(O - supervisor, 3 - user)

Q Read segment descriptor Check rights

access and limits

GDTR
80 bits: Base (64 bits), Limit (16 bits)

Linear Address
Space

Global Descriptor
Table (GDT)

| TSS descr. |

Segment

Segment
Descriptor

—h..

LDTR
Seg. Sel. (16), Base (64), Limit (16), Descriptor
attributes

| LDT descr. |
Null descr.

Segment .~

Base Address

Linear address =
Seg.Base + Offset

(In 64-bit mode Seg.Base = 0)

| Segmentation

~|—> Linear address
- .

— Page

Linear address (48 bits)

(4 KiB, 2 MiB, 1 GiB)



Translation: Logical address (SegSel : Offset) --> Linear address (48 bits)
(Vol. 3A Intel 64 and IA-32 Architectures Software Developer’s Manual, Chapter 3 Protected Mode Memory Management)

# Load from memory Logical Address

b

I
= 1
movq (%rax), %rbx (or Far Pointer) | = Average/best case
¢ | [Nons peckpmMnTopa CerMeHTa YMTaTCs
1
) ! 13 CKpbITOro perncrtpa (Seg.Base, ...
e Select descriptor table Sse?mtent o ” : P P pa (>eg )
TI=0?GTD:LDT " > i
( ) [16bits | [ 64 bits | g = Worst case
.' IleckpunTop cerMeHTa 3arpyxaeTcs
I ~ ~
Segment selector ! M3 oNepaTUBHOM NAMSATU B CKPbITbIN perncTp (TpebyeTcs
(16 bits: CS, DS, SS, ES, FS, GS) ) : TpaHCAAUMS agpeca)
~ N Global Descriptor !
Table (GDT) .
Index (bits 15-3) TI (3) RPL (1-0) ( ;" B 64-6uTHOM pexxuMe cerMeHTaums
|__TSSdescr. | : He ucnonb3yetcs (Seg.Base = 0)
Hidden descriptor cache |
(Base, Limit, Access) Segmern- I
Segment
* Index - Index of a segment descriptor (13 bits) Descriptor
= TI - Table indicator (0 - GDT, 1 - LDT) s - — 1= Tabnuubl 4eCKpUNTOpOB
= RPL - Requested privilege level | LDT descr. | Ling cermeHToB (GDT u LDT)
(0~ supervisor, 3 - user) [ Nultdescr. ] L _ XPaHATCA B ONepaTUBHOMN NaMaTH
-
s : A |_— = TpaHcnaumsa agpeca GDTR/LDTR ocywecTtBnsieTca npu
egmen :
e Read segment descriptor Check rights e Agdres — YCTAHOBKE CErMEHTHOr0 perncTpa u 3arpyske )
access and limits /‘ COOTBETCTBYHOLLErO €My AECKPMMTOPA B CKPbITbIA PErNCTp
GDTR
80 bits: Base (64 bits), Limit (16 bits) Linear address =
Seg.Base + Offset
LDTR (In 64-bit mode Seg.Base = 0)
Seg. Sel. (16), Base (64), Limit (16), Descriptor
attributes | |

| Segmentation i



Translation: Linear address (48 bits) --> Physical address (52 bits)

Linear Address

19 Jﬁ12 4—KBy1e Page
Physical addr Physical addr (52 bits) =

PTE.Address + Offset

Traversing of paging-structure hierarchy

Read PML4 entry at physical address (52 bits)
ICR3[51-12] LinearAddr[47-39] 000|
If PML4E.P = 0, page fault, load PDP table

Read PDP table entry at physical address
| PML4E[51-12] LinearAddr[38-30] 000|
If PDPTE.P = 0, page fault, load PD table

Read PD table entry at physical address
IPDPTE[51-12] LinearAddr[29-21] 000|
If PDE.P = 0, page fault, load Page table

Read PT entry at physical address
[PDE[51-12] LinearAddr[20-12] 000]
If PTE.P = 0, page fault, load Page frame

47 39 38 30 29 21 20 12 11 0
PML4 Directory Ptr Directory Table Offset
9
PTE -
Page-Directory- PDE (PS = 0) 40
Pointer Table 40 Page Table
Page-Directory
- PDPTE e 1.
A9
—
| A 40 o
— PML4E
. . 3.
- = Page size 4 KiB
L~
alnc = 4 ypoBHS TabnuLy
(PML4, PDP, PD, PT) 4,
3 = Kaxxgasa tabnuua 4 KiB
PML4 (40 bits), PCID (12 bits) (512 x 64 bits) 5. Physical address =

IPTE.Addr[51-12] Offset[11-0]|



Translation: Linear address (48 bits) --> Physical address (52 bits)

Linear Address

47 39 38 30 29 21 20 1211 0
PML4 Directory Ptr Directory Table Offset
| & L
P 719 ‘
9 e JE12 4-KByte Page
Physical addr Physical addr (52 bits) =
PTE.Address + Offset
PTE :
Page-Directory- PDE (PS = 0) -
Pointer Table 40 Page Table Traversing of paging-structure hierarchy
Page-Directory
e PDPTE 40 1. Read PML4 entry at physical address (52 bits)
: [CR3[51-12] LinearAddr[47-39] 000|
A9 o If PML4E.P = 0, page fault, load PDP table
X a0 2. Read PDP table entry at physical address
| | | PML4E[51-12] LinearAddr[38-30] 000|
- PMLAE . If PDPTE.P = 0, page fault, load PD table
- i = Average/best case . 3. Read PD table entry at physical address
i i Bce 4 Tabnuubl M CTPaHUUHbIN Kaap ‘?gEEEFES-l(_)lz] L'":af?dfr[?sll OOSLI
. B namstu (0 page faults) ! 12 =18, PEISEIAG (R FEgEElNE
! . 4. Read PT entry at physical address
+ = Worst case E IPDE[51-12] LinearAddr[20-12] 000]
CR3 E B namaTtu HeT Tabnuy, PDP, PD, PT : If PTE.P = 0, page fault, load Page frame
PML4 (40 bits), PCID (12 bits) | M CTPaHMYHOrO Kaapa (4 page faults) ! 5. Physical address =

IPTE.Addr[51-12] Offset[11-0]]



TLB (Translation Lookaside Buffer)

Kew TLB xpaHuT yacto ncnons3yemsolie anemMeHTbl page-directory (PDE) n page-table (PTE)
Kew-namatb TLB pasgeneHa Ha 4 rpynnbl:

= TLB ang 4K cTpaHuubl MHCTPYKLNM

= TLB ang 4K cTpaHuubl AaHHbIX

= TLB ong 6onblumnx ctpaHHuy, MHCTpykumn (2 MB, 4 MB, 1 GB)

* TLB ong 6onblumnx cTpaHHuy, aaHHbiX (2 MB, 4 MB, 1 GB)

[lpoueccopbl ¢ MMKpoapxuTektypon Core peanmsyloT 0AMH YpOBEHb Kew-naamTtu TLB
ang MHCTpykuun (iTLB) n gBa yposHsa ang TLB gaHHbix (dTLB)

[1poueccopsl Core i/ BkntoyaroT TLB BTOpOro ypoBHS 015 MHCTPYKUMM U faHHbIX (unified)



TLB and paging-structure caches

Linear address (48 bits)

47 39 38 30 29 21 20 12 11
PML4 index PDPT index PDT index Page table index Offset
TLB (ITLB/DTLB, levels 1, 2, ..))
Page number PCID Physical address | Access rights Attributes
(bits 47-12) (12 bits) (40 bits) (R/W, UsS, ...) | (Dirty, memory type) Linear address (48 bits)
PML4 cache v
PML4 index FPhr}/I’T_i:El :;:rrejg Flags 1. ﬁcefarch in TLB by ggge nté(ml?e; (bits 47-12)
(bits 47-39) bi'ts) ’ (R/W, U/S, ..) Ound, return address rig ts, attrs
2. Search in PDE cache by bits [47-21]
If found, return PDE.Addr & flags
PDPTE cache 3. Search in PDPTE cache by bits [47-30]
IPML4 ind.IPDPT ind.| Physical address ::rs\?vs If found, return PDPTE.Addr & flags
(bits 47-30) (PDPTEAddr, 40 bits) | 5" 'y 4. Search in PML4 cache by bits [47-39]
If found, return PML4E.Addr & flags
5. Traverse paging-structure hierarchy
PDE cache . CR3 -> PML4E -> PDPTE -> PDE -> PTE
IPML4 ind.|IPDPT ind.|PDT ind.| P';F‘,’S'S\l dZ‘id;zs‘s Flags
(bits 47-21) bits) (R/W, U/S, ...) l

Physical address (52 bits)



TLB and paging-structure caches

Linear address (48 bits)

47 39 38 30 29 21 20 12 11
PML4 index PDPT index PDT index Page table index Offset
TLB (ITLB/DTLB, levels 1, 2, ...)
Page number PCID Physical address | Access rights Attributes
bits 47-12 12 bit 40 bit R/W, U/S, ... Dirty, t . .
(bits ) | (120its (30 bits) B0o B0 o) || (ONATE WSO/ 106 Linear address (48 bits)
PML4 cache v
PML4 i Physical address Best case | 1. Searchin TLB by page number (bits 47-12)
maeX | (PML4EAddr, 40 e If found ddress & rights, att
(bits 47-39) bi.ts) ; RW, U/S, ) ound, return address & rights, attrs
2. Search in PDE cache by bits [47-21]
If found, return PDE.Addr & flags
PDPTE cache 3. Search in PDPTE cache by bits [47-30]
IPML4 ind.IPDPT ind.| Physical address f&?\?vs If found, return PDPTE.Addr & flags
(bits 47-30) (PDPTEAddr, 40 bits) | 5" 'y 4. Search in PML4 cache by bits [47-39]
If found, return PML4E.Addr & flags
5. Traverse paging-structure hierarchy
—>
PDE cache . LA (R CR3 -> PMLAE -> PDPTE -> PDE -> PTE
IPML4 ind.|IPDPT ind.|PDT ind.| Phg;'éi\l dZ‘id;r‘Bss Flags
(bits 47-21) (PDE.Addr, (R/W, U/S, ...) l

bits)

Physical address (52 bits)




Invalidation of TLBs and Paging-Structure Caches

[lpoueccop co3paet 3anucn B TLB 1 paging-structure caches (PSC)
Npu TPAHCASUMM IMHENHDBIX aApecoB

3anucu n3 TLB u PSC MoryT ncnonb3oBatbcs gaxe, ecnun tabnuusl PML4T/PDPT/PDT/PT
M3MEHUNUCHL B NaMATH

OnepaunoHHas CUCTEM O0/KHA Aenatb HegencteutTenobHbiMu (invalidate) 3anuncu B TLB 1 PSC,
MHPOpPMaLUS O KOTOPbIX n3MeHunacb B Tabnuuax PML4T/PDPT/PDT/PT

NHCTpyKUMKM aHHYNMpoBaHus 3anucen B TLB u PCS:

= |NVLPG LinearAddress

= INVPCID

= MOV to CRO - invalidates all TLB & PCS entries

= MOV to CR3 - invalidates all TLB & PCS entries (if CR4.PCIDE = 0)
= MOV to CR4

= Task switch

= VMX transitions




MapameTpsbl TLB

$ cpuid Deterministic Address Translation Parameters Load dTLB
Intel Tiger Lake-U BO [Willow Cove] {Sunny Cove}, 10nm++ 2MB page size entries supported = true 2/4MB pages
Deterministic Address Translation Parameters [, B 4KB 4MB page size entries supported = true 32 entries
4KB page size entries supported = true e Pages ways of associativity = x4 (4)
ways of associativity = Ox8 (8) LA G number of sets = Ox00000008 (8)
number of sets = Ox00000010 (16) translation cache type = load-only TLB
translation cache type = instruction TLB translation cache level = 0x2 (2)

Deterministic Address Translation Parameters| . Deterministic Address Translation Parameters “°—°-

2MB page size entries supported = true ITLB 2/4MB pages 1GB page size entries supported = true Load dTLB
pag PP 16 entries pag pp

4MB page size entries supported = true ways of associativity = ox8 (8)| 1GBpages
ways of associativity = 0x8 (8) number of sets = 0x00000001 (1) 8 entries
number of sets = Ox00000002 (2) translation cache type = load-only TLB
translation cache type = instruction TLB translation cache level = 0x2 (2)

Deterministic Address Translation Parameters (Ox°_~ Deterministic Address Translation Parameters .
4KB page size entries supported = true Store dTLB 4KB page size entries supported = true Unified STLB
ways of associativity = 0x10 (16) 4KBpmges 2MB page size entries supported = true 4KB, 2/4MB
number of sets = 0x00000001 (1) 16 entries 4MB page size entries supported = true pages.
translation cache type = store-only TLB ways of associativity = Ox8 (8) 1024 entries

translation cache level = Ox2 (2) number of sets = Ox00000080 (128)
fully associative = true translation cache type = unified TLB
Deterministic Address Translation Parameters (©Ox| Load dTLB translation cache level = 0x3 (3)
4KB page size entries supported = true 4KB pages Deterministic Address Translation Parameters Unified STLB
ways of assoc1at1v1ty = x4 (4) 64 entries 4KB page size entries supported = true 4KB. 1GB
number of sets = Ox00000010 (16) 1GB page size entries supported = true paées
translation cache type = load-only TLB ways of assoc1at1v1ty = Ox8 (8) 1024 entries
translation cache level = 0x2 (2) number of sets = Ox00000080 (128)
translation cache type = unified TLB
= DTLB pa3geneHo Ha ABa — Mo Tuny onepaumu load u store translation cache level = 0x3 (%)

= |TLB, store & load TLBs, STLB (unified TLB L2)




Transparent Huge Pages (x86-64)
(onTMmn3aumusa paboTbl ¢ TLB)



Transparent Huge Pages (x86-64)

* [logaepxka sapom Linux 6onblimnx CTpaHuL, NaMsaTu

$ grep HUGETLB /boot/config-$(uname -r)

CONFIG_CGROUP_ HUGETLB=y

CONFIG_ARCH_WANT_ GENERAL_HUGETLB=y

CONFIG_HUGETLBFS=y

CONFIG_HUGETLB_PAGE=y

CONFIG_HUGETLB_PAGE_FREE_VMEMMAP=y

# CONFIG_HUGETLB_PAGE_FREE_VMEMMAP_DEFAULT ON is not set

$ hugeadm --page-sizes-all
2097152
1073741824

$ grep pse /proc/cpuinfo # 2MB
pages
flags c [...] pse [...]

$ grep pdpelgb /proc/cpuinfo # 1GB
pages
flags : [...] pdpelgb [...]

Architecture Huge Page Size
4K, 2M, 1G
armé64 (64K, 512M:
CONFIG_ARM64 64K _PAGES
i386 4K, 4M (2M PAE mode)
64 4K, 8K, 64K, 256K, 1M, 4M,
16M, 256M
ppc64 4K, 16M




Transparent Huge Pages (x86-64)

» [lopoepyka sapom Linux 60ablWKX CTpaHML, NaMSTH

$ hugeadm --pool-list
Size Minimum Current Maximum Default

2097152 0 0 0 us
1073741824 0 0 0
$ grep Huge /proc/meminfo
AnonHugePages: 0 kB
ShmemHugePages: 0 kB
FileHugePages: 0 kB
HugePages Total: %)

HugePages Free: %)
HugePages Rsvd: %)
HugePages Surp: %)
Hugepagesize: 2048 kB
Hugetlb: 0 kB

$ hugeadm --list-all-mounts
Mount Point Options
/dev/hugepages rw,relatime,pagesize=2M



Transparent Huge Pages (x86-64)

= Co3pgaHue rnobanbHoro nyna 6onbwmnx ctpaHuy, (/var/lib/hugetlbfs)
$ sudo hugeadm —create-global-mounts
$ sudo hugeadm —pool-pages-min 2M:128

$ grep -i huge /proc/meminfo

AnonHugePages: 0 kB
ShmemHugePages: 0 kB
FileHugePages: 0 kB
HugePages Total: 128
HugePages Free: 128
HugePages Rsvd: %)
HugePages Surp: %)
Hugepagesize: 2048 kB
Hugetlb: 262144 k

$ cat /proc/sys/vm/nr_hugepages
128



MceBaocnyyaiHblii 06X04 MaccuBa

(06x0/ CBA3HOro CNMcka, COpTUPOBKA)
#define N 10000000

void shuffle(double *data, int *idx, int n) void run()
{
¢ srand(0); // Pages = N * sizeof(double) / 4KB = 19532
for (int 1 = 0; i < n; i++) { double *data = malloc(sizeof(*data) * N);
idx[1i] = 1i; // Pages = N * sizeof(int) / 4KB = 9767
data[i] = 1i; int *idx = malloc(sizeof(*idx) * N);
%or (int 1 = 0; 1 < n; i++) { shuffle(data, idx, N);
int left = n - 1; sum(data, idx, N);
int swap = rand() % left;
int temp = idx[1i]; free(data);
idx[1] = idx[swap]; free(idx);
idx[swap] = temp; 3
3
3
$ perf stat -e dTLB-loads,dTLB-load-misses, \
void sum(double *data, int *idx, int n) minor-faults,major-faults \
{ /* Iterate in a random order */ taskset --cpu-list @ ./loop

double s = 0;

. . . . # N= i . i
for (int i = 0; i < n; i++) { N=10000000, time (sec) 0.278662, ticks 102

Performance counter stats:

s += data[idx[1]]; 2234578 403 dTLB- loads
3 49 346 260 dTLB-load-misses # 2,21% of all dTLB cache accesses
data[@] = s; 293113 minor-faults

3 %) major-faults



Boiaenenue 6onbinx ctpaHuy, namaTu: madvise

void run_thp()

{

/* Try to use transparent huge pages (THP) for data and idx arrays */
void *data = NULL, *idx = NULL;

size_t data_size = sizeof(double) * N;

size_t idx_size = sizeof(int) * N;

size t huge_page size = 1 << 21; /* 2 MiB */

int rc = posix_memalign(&data, huge_page_size, data_size); = AJpec Jo/KeH BbiTb BbIPOBHEH Ha FPaHULLy
madvise(data, data_size, MADV_HUGEPAGE); KpaTHY0 pa3Mepy CTPaHMLbl NaMsTH

rc = posix_memalign(&idx, huge page size, idx_size); = madvise(HUGEPAGE)

madvise(idx, idx_size, MADV_HUGEPAGE);
= B kakon MOMEHT BblAENATCA CTPpaHULbI

shuffle((double *)data, (int *)idx, N); namsaTn?
sum((double *)data, (int *)idx, N); $ perf stat -e dTLB-loads,dTLB-load-misses, \

minor-faults,major-faults \
free(data); taskset --cpu-list 0 ./loop
free(idx);

# N=10000000, time (sec) 0.278662, ticks 102
Performance counter stats:

1912095744 dTLB-1loads
4813 dTLB-load-misses # 0,00% of all dTLB cache accesses
1882 minor-faults

(%] major-faults



BoiaeneHue 60nblwIMX CTPAHUL, MAaMATU: mMMmap

void run_thp _mmap()

{

/* Try to use transparent huge pages (THP) for data and idx arrays */
void *data = NULL, *idx = NULL;

size t data_size = sizeof(double) * N;

size t idx_size = sizeof(int) * N;

size t huge_page size = 1 << 21; /* 2 MiB */

/* Round up to page size */
size t data_size rup = ((data_size + huge_page_size - 1) / huge_page_size) * huge_page_size;
size t idx_size rup = ((idx_size + huge_page_size - 1) / huge_page_size) * huge_page_size;

data = mmap(NULL, data_size rup,

PROT_READ | PROT_WRITE, MAP_PRIVATE | MAP_ANONYMOUS | MAP_HUGETLB, @, ©);
idx = mmap(NULL, idx_size_ rup,

PROT_READ | PROT_WRITE, MAP_PRIVATE | MAP_ANONYMOUS | MAP_HUGETLB, @, ©);

shuffle((double *)data, (int *)idx, N);
sum((double *)data, (int *)idx, N);

munmap(data, data_size_rup);
munmap(idx, idx_size_rup);
return t;

19



Transparent Huge Pages (x86-64) ansa cekuu kopa (iTLB)

3anyck rnpouecca ¢ nnonb3oBaHmem THP gna cerMeHTOoB .text, .data
o BblpaBHMBaeM cerMeHT .text Ha rpaHuuy 2MB (MoBTOpHas KOMNOHOBKA MPOrpamMmbl)

o 3anyckaeM nporpamMmy C pasMelleHneM cermMeHTa .text Ha cTpoHuuax 2MB

$ gcc -o prog ./prog.c -Wl,-zcommon-page-size=2097152 -Wl,-zmax-page-size=2097152

$ hugectl --text=2097152 ./prog



