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Dual Socket Server (Intel 64): untepdencbl u nyTM AOCTYNA K NaMATHU
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(Rank, Bank Groups,
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DDR4 3200
1 kaHan 3200 MT/s, 25.6 GB/s
2 kaHana 51.2 GB/s

= dapo ->

= Kew-namartb: L1, L2, LLC

= KOHTpOnnep namMaTu

= KaHan namamu

= Mogaynb namatn (DIMM)

= Mukpocxema namaTu
(SDRAM chip)

= DMA (network, disk)
= MexnpoueccopHoe
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Intel Xeon Skylake system
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[lamMaTb C NPOU3BOJIbHLIM AOCTYNOM
(RAM — Random Access Memory)



MamaTtb ¢ npouseonbHbIM aoctyrnoM (RAM — Random Access Memory)

= DHepro3aBucumasn namatb (volatile RAM)
= SRAM (Static RAM) — peruncrpsbl 1 Kew-naMaTb NpoLeccopa

= DRAM (Dynamic RAM) — onepaTtuBHasg naMmaTb

= DHeproHe3sasucumas RAM (non-volatile, NVRAM)
» OMOnew-namMate NAND (SSD, USB-Hakonutenu)

* (Pnew-namate NOR (maMsiTb MUKPOKOHTPONNEPOB, MUKPOCXeMbl XpaHeHus BIOS)



Static RAM (SRAM)

Auenka: 6-8 TpaH3UCTOPOB GOPMUPYIOT TPUITEP

3anucb: Ha nnHUK BL 1 not BL nopaeTcs Tpebyemoe 3HayeHue 0/1, Ha NNHUIO
WL nopaetcqa 1, uto oTkpbiBaeT TpaH3nctop M5 unn Mé n npnsoauT K
nepeknYeHuto Tpurrepa

UrteHue: Ha nuHuio WL nopgaetca 1, oTKpbIBatOTCA TpaH3ucTopbl M5 n M6,
3HauYeHue Tpurrepa nogaetcs Ha nMHuM BL 1 not BL

BboicTpbiit poctyn (~ 10ns, cpasy nocne nogaym HanpskeHns Ha WL)
He TpebyeT pereHepaumn coctosHus (bbicTpee yem DRAM)
He TpebyoTca cnoxHble KoHTpoanepsl (aewesne yem DRAM)

HeBbiCOKast NOTHOCTb (6-8 TpaH3ucTopos Ha 6uTt, y DRAM — 2 TpaH3ucTopa)
bonee cnoxHoe nponssonctso yeM DRAM (Bbiwe CTOMMOCTD)

MNpuMeHeHHe: Kew-naMsTb U perncTpbl NpoLEeCccopoB, HeboNbLIAS NAMSTb
MUKPOKOHTpOepoB 1 FPGA

6T SRAM cell
(OBOWYHLIN TpUITEP)
WL
VoD
M, M
Mg :II”' "4"“: Mg
T T
= Q
H Uk
BL M, M; BL
=

« M1-M4 — TpaH3ucTopsl,
dhopMupyroLme aBa
nepekpeLeHHbIX MHBepTOpa

* WL (word line) — nnHus
yrnpaBaeHUst TPAH3MCTOPaMM
poctyna M5 n Mé

« BL (bit line) — nuHug
yTeHMs/3anucum



Dynamic RAM (DRAM)

Aueinka DRAM: 1 tpaH3ucTop, 1 KoHaeHcaTop (XpaHUT COCTOSHUE)

3anucb: Ha nnHKUIO BL nogaetca TpebyeMoe 3HaveHue, Ha amHuio WL nogaeTcs
TOK Ha BpeM$4, 0OCTaTOYHOEe O/15 3apSaKM UK paspsaakm KOHAEHCaTopa

Yrenue: Ha nnHmio WL nopaeTcs Tok, Ha nMHMK BL nogasnsgeTca cocToaHume
AYEeUKU

Heobxogmma nepuoanyeckas nepesapsaka KOHAEHcaTopa
(kaxgpble ~64ms - 15-30Hz, Bo BpeMs pereHepauum 4ocTyn
K suenke HeBo3MoxeH, JEDEC Standard)

Bbicokas nnoTHOCTb (1 TPaH3MCTOp Ha S4Yenky)

Bboicoka 3apepykka (3apsaa v paspsa TpebyoT BpeMeHw)

anMeHEHMe: onepatnBHasa NaMsaTb

1T1C DRAM cell

BL
WL

M1 — TpaH3ucTop gocTyna K
KOHAEHCaTopy

C; — KoHOeHcaTop

WL (word line) — nuHug
yrpaBieHus TPAH3UCTOPOM

BL (bit line) — nuHua
yTeHMs/3anucum



Processor

Uepapxuueckaa opraHmsauma SDRAM

Memory

Controller

Channel

DIMM

| N::h

DRAM Chip Bank Group Bank

[]

Memory controller — KOHTponnep NaMaTU (MHOrOKaHaNbHbLIN)

Channel — kaHan poctyna Kk namatm (64bit = 8B, 128bit)

DIMM — Moaynb namMsatn u3 Heckonbknx Mnkpocxem SDRAM

Rank — rpynna mukpocxem SDRAM gng ysenmyeHuns WnpuHobl WnHbl (8x8b = 64Db)
Chip —Mukpocxema namatu SDRAM (wmHa poaHHbix 4, 8, 16 6uT)

Bank — He3aBucKMMbIN 610K NaMaTU MUKpocxembl (2D MaccuB g4eek)

Row (DRAM page) — cTpoka 6aHka namatn (ctpaHmua DRAM)



MHoOrokaHasibHbi KOHTPOJJIEp NAaMATU

Processor

PeXumbl paboTbl:

Memory
Controller

Channel 1 | -‘...

DIMM
e il I

DIMM
e il I

am@wu...

YacTtb 6UT Ppu3myeckoro
ajpeca onpenenstoT KaHa
A0CTYNa

" He3aBUCUMBbIe KaHanbl (Unganged) — pacnpeaeneHue 3anpocoB K NaMaATH, NOBbILLEHWE NPONYCKHOM CNOCOBHOCTH

obbeauHeHHble KaHanbl (ganged) —

dnbbpyc-8C (quad-channel IMC)

Intel Core i7 800, 3nbbpyc-1C+ (dual-channel IMC)
Intel Core i7 900, 2nb6pyc-4C (triple-channel IMC)
AMD Threadripper, AMD Epyc, Intel Xeon E7 x8xx, Intel Core i7/i9, AMD Epyc, Cavium ThunderX2 (octa-channel) 10

dbopMUpyeTCs NorMyeckmin KaHan ¢ 6onbluen WUpUHoM (2x64 out = 128)



DIMM (Dual Inline Memory Module)

= Habop mukpocxem SDRAM
= Heckonbko Mogynen DIMM nogknitoyeHbl K KaHany naMaTtu
= KoHTakKThl (pins): agpec (rpynna 6aHkoB, BaHK, CTpoKa, cTonbel), KoMaHaa, AaHHble

Single
Rank
¥ 64b
Single
Rank T A
40 Bits 40 Bits
Independent Channel A Independent Channel B
» 64b ¢ i
DDR5 40-Pin Sub-Channel DIMM
Dual-

Rank

» 64b

11



DIMM (Dual Inline Memory Module)

Ha DIMM pa3melweHa mukpocxema SPD (Serial Presence Detect) nocnegosatenbHoOro obHapyxeHus
npucytcteua — N3Y ¢ vHbopmaumen o Tmne n KOHPUrypaumum Mogyns, TauMmHrax, Koz
NpoOuU3BOAUTENS, CEPUNHBIM HOMED, OAaTa U3rOTOBNEHUS, TEMNEPATYPHbIN PEXUM

Hoctyn kK SPD no wuHe SMBus (B xoae POST)

Crucial 8GB DDR4-2400 UDIMM

* 8 MUKpocCxeM 06pasyloT OAMH paHr (64 6uTa)

= 288-pin, 1.2V, 1Rx8, PC4-19200, CAS Latency 17
= 1 rank (64 bits bus): 8 chips (1GB, 8 bit bus)

12



PaHr namatu (rank)

PaHr (rank) — He3aBucumag rpynna mmkpocxem SDRAM

PaHrn ogHoro moayna DIMM He moryT paboTtatb 04HOBPEMEHHO

Bce MMKpOCXeMbl MOyyYaroT OOMH M TOT XKe aapec, KOMaHa4y

3a KaXkooM MUKPOCXEMOM 3aKpensieHa 4YacTb Pa3psaaoB WKHbI JAHHbIX

Kaxngaa n3 8 MMKpocxem paHra popmupyeTt 8 OUT WKHbI AAHHbIX = 64 6uT

Chip 0 Chip 1 Chip 7
3 x8 x8 x8
5 ) % 3
& [07] 8:15] [56:63]
¥ ¥ ¥
)
| (0:63]

Addr, command

Memory channel (pins)
Cmd Addr: Bank Group, Bank, Row, Col Chip Select (Rank) Data [0:63]




bank namatu (DRAM Bank)

= DRAM Bank — MACCUB OLHOOUTOBDBIX SUECEK e

C GMKCMPOBAHHBIM KOIMYECTBOM CTPOK (row) f IR Ca 2%° columns
n ctonbuos (column) '
DRAM Bank
= DRAM Page — cTpoka 6uTOBbIX aueek (210 6uT) =
RAS—> S = Rowaddr[0:13] — Cell array 2 rows
| E 16 MiB
5 | 214x 210 8 bit
= Addr — agpec g4enkn (CTpokn u ctonbua) Add et xeae o
r—— € H
= RAS (Row Address Strobe) — § 210’t\x g
CUTHaN rOTOBHOCTM afpeca CTPOKM | E y
| = row buffer
= CAS (Column Address Strobe) — CAS —> — Column addr [0:9] —>| (canse amplifiers)
CUTHan roTOBHOCTM aapeca cTonbua g
= WE (Write Enable) — curnan onepaumm 3anmcu L data buffer
/l\
8
\
Data in/out

14



fAuenka DRAM (1 6umT)

Aueinka DRAM: 1 tpaH3ucTop, 1 KoHaeHcaTop (XpaHUT COCTOSHUE)

3anucb: Ha nnHKUto BL nogaetca TpebyeMoe 3HaveHune, Ha amHunio WL nopaetcs
TOK Ha BpeMs, AO0CTaTOYHOe A5 3apSaaKU UK paspsakmM KOHOEHCATopa

Yrenue: Ha nnHmio WL nopaeTca 1ok, Ha nMHMK BL nogasnsaeTcsa cocTosaHume
a4enku

HeobxoanMa nepunogmyeckas nepesapsnka KoHAeHcaTopa
(kaxgble ~64ms - 15-30Hz, Bo BpeMs pereHepauum 4ocTyn
K suenke HeBo3MoxeH, JEDEC Standard)

Bbicokasg nnoTHOCTL (1 TpaH3UCTOP Ha A4enky)

Bbicoka 3apepyka (3apsa v paspsa TpebytoT BpeMeHu)

anMEHEHMEI onepatnBHasa NMNaMAaTb

1T1C DRAM cell

BL
WL

M1 — TpaH3ucTop gocTyna K
KOHAEHCaTopy

C; — KoHOeHcaTop

WL (word line) — nuHua
ynpasneHusa TPaH3UCTOPOM

BL (bit line) — nuHug
yTeHMs/3anucum



Onepauusa uteHna SDRAM (read)

1. YctaHaBnuBaeTtca agpec Addr (Ha BCex MMKPOCXeMaxX pPaHra)
2. CMrHan RAS nOHM)KaeTCﬂ ...............................................................................................................................................................................................................

DRAM Chip 2 columns
3. [lekogmpyeTtcs agpec CTPOKMK, CTPOKA aKTUBUpPYETCS
4. Ctpoka 3arpyxaetcs B 6ydep (row buffer) 3 DRAM Bank

RAS —> £ > Rowaddr[0:13] —> S array 2 rows

5. Curnan CAS noHumxaetcs = 16 MiB

. © 2% x 210 8 bits
6. Hekooupyetcs agpec ctonbua Add ht Active row | m

r—— € — |
7. U3 Bydepa cTpoku BbibUpaeTca ctonbet § 210’t\x 5 el
M nojaeTca Ha Bbixon (data buffer) . E Y

F = row buffer
8. CurHan RAS noBbiwaetcs CAS —> R OO — .

i
9. CTpoka ob6HOBNSETCS (pereHepupyeTcs) WE g 8

L/ data buffer
10.CurHan CAS nosbiwaetcs ( A

8 bit
11.[laHHble He JOCTYMHbI Ha BbIXxo4e v
Data in/out

KomaHapbl:
= READ — uyTeHue, CTpOKa OCTAETCH OTKPbITOM
= READ+AP —uTeHue, CTpOKa 3aKpbIBAETCS U pereHepupyeTcs 16



Onepauusga 3anucu SDRAM (write)

1. YcraHasnueaeTcsa agpec Addr
9 Curnan RAS HOHMKIETCS DRAMChlpzlocoLumns_ _______________________________________________
3. [lekogmpyeTtcs agpec CTPOKMK, CTPOKA aKTUBUPYETCS 5
: RAM k
4. Ctpoka 3arpyxaeTtcs B 6ydep (row buffer) | = DCell arl?:aa;\
) RAS —> § —> Row addr [0:13] —> 16 MiB 2 rows
5. [aHHble nogatoTca Ha Bxop, (data in) § | K 0 3 i
6. CurHan WE noHuxaercs Addr —— 2 L Active row | n
| © 0 Col
7. CurHan CAS noHmxaercs o 10y g oo
= |
. ekognpyeTtcs agpec ctonbua =
8 - AMPY AP 4 CAS —> = —> Column addr [0:9] —> row buffer .
9. M3 BxogHoro 6ydepa Bbibupaetcs ctonbel, WE—e s
n 3anucbiBaeTcs B Oydep cTpoku (row buffer) L
data buffer
10.Ctpoka B MaccuBe obHOBNsIeTCS coaepXumpiM - A
6y¢)epa (I'OW buffer) .............. i
Data in/out

11.Mosbiwatorca curHansl WE, RAS, CAS

17



Mepepaua paHHbIX naketamu (burst)

Komanabl READ/WRITE cunTbiBaeT HECKONBLKO noapsa
PacnoJIOXKEHHbIX 3/1EMEHTOB OTKPbLITOM CTPOKM — nakeT (burst)

i 10
Burst Length (BL) — n/vHa nakeTa, KONMYECTBO 3/IEMEHTOB Bl ey A7 cellmie
CYUTbIBAEMbIX OAHOW KOMaHaou (2, 4, 8, 16) :
AM Bank
[lepBbl 3neMeHTa nakeTta goctyneH Yepes tCAS, = L1 array
BTOPOM — Ha C/lefyloLweM TakTe, ... RAS —9 E —>  Row addr [0:13] —> Pv= 214 rows
: e) 10 o
CneumanbHble KomaHabl Full-Page Burst + Burst Terminate ké Active row O cadchlts 1
Addr —— < —
NaHHble pa3MelatoTca B bydepe: 2 mT
= DDR — 2 3nemeHTa (2n-prefetch, BL >= 2) g 2 \I/X :
= DDR2 — 4 3nemeHTa (4n-prefetch, BL >= 4) N = row buffer
_ CAS — —> Column addr [0:9] —>| guu
= DDR3 — 8 anemeHTOB (8n-prefetch, BL >= 8) Bled 1
= DDR4 BL=8, DDR5 BL=16 WE—> }
L data buffer
DDR3-1600 SDRAM A
8
\
Memory Cell 1o Data in/out
Array Buffers Data Bus
200 MHz 800 MHz 1600 MHz effective
18




YepepoBaHue 6aHkoB namatu (Bank Interleaving)

MukpocxemMa namsaTu BKAOYAeT He3aBuCuMble BaHkK (bank)

Bbibopka AaHHbIX M3 0AHOro 6aHKa COBMELLAETCS BO
BPEMEHM C YCTAHOBKOM aapeca B Apyrom HaHke

Ha kaxaoM TakTe MOCTYNnakwT AadHHbIE U3 OYepeaHOro 6aHKa

(6e3 oxxupaHus, Bpemsl pereHepaumio CKpbITO)

KoHBelrepHoe BbIMOSIHEHME KOMAHA B pa3Hbix 6aHKax
(pipelining)

= [IBa GaHKa: COBMELLEHME YTEHUS U3
04HOro 6aHka C yCTaHOBKOM aapeca
B ApYyroM BaHke

= [loctyn K 6aHKaM yepeayeTcs
(interleaving), yCTpaHAOTCA 3a4EPXKKM
Ha OTKPbITME CTPOK

YacTtora Yactora Gychepa YacTota ebiBoga
Afpa 133 MMy seopa-swieoma 133 MMy pandsix 133 MMy

Juu gyl il

Core Freq. Clock Freg. Data Freq,.
Aapo Bydepsl
NAMATH + BEOa-BLIBOOA )'

SDR SDRAM

CAS#
WE# \ f
wel G- O
RAS0-CAS Delay
e *
Address (MA) R "‘cu A\ J'm B\
{AD..A13) \ f \ /
CAS Ltancy
4 >

Data (DQ)

tRCD = 2; tCL = 2; Alnwxa naketa BL=4 1 9



[lepepaya CTPOKM Kewl-namMaTu

3arpyska cTpokm Kew-namatu (64B) — 8 Takros

NCTOYHMKM 3a0epXKKK:
= CPU - MC

(oyepeb 3anpocoB, NIAHUPOBAHME,
npeobpa3oBaHune B KOMaHabl SDRAM)
= MC — SDRAM (TaiMuHrmn)

= Bank conflicts
=  Channel conflicts

Chip 0 Chip 1
Row, Col 1 |

Chip 7

[0:7] [8:15] [56:63]
¥ ¥
L)
T [0:63]
Addr, command
Memory |

J

Cache line 64B



DRAM Timings

TanMuHru (timings) — BpeMeHHble 3a4ep>KKU NMaMATU (NAaTEHTHOCTb, B TAKTax LWWHbI NAMATH)

<CAS Latency>—<RAS to CAS Delay>—<Row Precharge Time>—<Row Active Time>—<Command Rate>

CAS Latency (tCL) — 3apepxka Mmexay CAS 1 nossneHnemM nepsoro 6uTa Ha BbIXO4E MUKPOCXEMbI
(MakcMMasnbHas 3agepyXKka oas nyywero cayyas — OTKPbITOM CTPpOKKM, page hit)

RAS to CAS Delay (tRCD) — 3apepxka Mexay curHanamm RAS n CAS (oTKpbITUE CTPOKK)
Row Precharge Time (tRP) — 3agepxxka Mexny KOMaHOoM pereHepaumm U OTKPbITUEM ClieayroLwen CTPOKM

Row Active Time (tRAS) — 3agepxka Mexay OoTKpbITUEM CTPOKM M KOMAHOOM pereHepaumm

3afepXKKa YTeHMa NepBoro GmUTa OTKPbITOM CTPOKM (page hit): tCL
Generation | tCL | tRCD tRP tRAS

3agepyKka YteHms nepBoro 6uta HeoTKpbIToM cTpoku: tRCD + tCL

5 j DDR2 5 5 5 15

3agepyKKa YTeHms nepBoro 6uta npm HeCOBNaAALWEN OTKPbITOM
cTpoke (page miss): tRP + tRCD + tCL DDR3 9 9 9 24
DDR4 16 16 16 N/A

21



DRAM Timings

Name Chip Bus Timings
Standard | Type Modue | Clockrate | Cyele | Clock | Transferate | Bandwidth | pep gp | CAS Latency
DDR3-2133 | DDR3-2133M PC3-1700 266 3.75 1066 2133 17066 13-13-13 12.188
Bandwidth = 266 * 4 (bus clock multiplier) * 2 (data rate) * 64 (bus width) / 8 = 17066 MB/s
CAS Latency = 1000 * CL / Bus Clock = 13000 / 1066 = 12.188
Technology Module Speed (MT/s) Clock Cycle Time (ns) CAS Latency (clk) CAS Latency (ns)

SDR 100 8.00 3 24.00

DDR 333 6.00 2.5 15.00

DDR2 800 2.50 6 15.00

DDR3 1600 1.25 11/ 1375 \4

DDR4 3200 0.62 22 13.75

DDR5 4800 0.42 40 16.67

CAS Latency (ns) =1/ (Module Speed * 10”6 / 2) * 109 * CAS Latency =1 / (4800 000 000/2) * 109 =0.42 * 40 = 16.67
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.
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Micron DDR4 SDRAM Chip (4GBx4, MT40A4G)

16-bank (4-banks per Bank Group), page size 512B, burst length 8, parallel 8n-prefetch in each Bank Group

8n-prefetch (burst): Bocemb 4-x GUTHbIX NOCNeA0BaTENbHO PACMONOXEHHbIX CI0B 3arpyaeTca B 6ydep 3a oauH TakT (32 6uTa)
Ans rpynnbl 6aHKOB peann3oBaH HE3aBMUCUMMbIV BbIOOP onepaLmi (aKTMBaLMS, YTEHUE, 3aNUCb, pereHepaLus)



DDR4 / DDR5

DDR4 (2014)

Frequency (MHz): 800 — 1600
(DDR4-1600 — DDR4-3200)

Data rate (MT/s): 1600 — 3200
(PC4-12800 — PC4-25600)

Bandwidth (MB/s): 12800 — 25600
Data bus width 64 bit

Burst length 8

2 Bank Groups, 2 Banks per Group
LPDDR4, LPDDR4x

DDR5 (2020)

Frequency (MHz): 2400 — 3200
(DDR5-4800 — DDR5-6400)

Data rate (MT/s): 4800 — 6400
(PC5-38400 — PC5-51200)

Bandwidth (MB/s): 38400 — 51200
2 kaHana Ha DIMM: 2 x 32 bit
Burst length 16

4 Bank Groups, 4 banks per group
LPDDR5, LPDDR5x



Apple MacBook Pro 13 2022 (SoC M2)

CPU: 8 core (4P + 4E), GPU: 10 core, Neural Engine
L1: 192+128KB (P cores), 128+64KB (E)

L2: 16MB (P) + 4MB (E)

L3: 8MB Upto

peromancs  40%
RAM: 24 GB unified B i ez 15,8 trillion
(2 x 12GB, 128-bit LPDDR5-6400,
16-core Neural Engine
102 GB/s) Second-generation 9
5 nm technology

clalgl i ]
I 5(5(5
I

[T

==

|

=a=

— Up to
8-core 10-core

ProRes | g

\ CPU GPU
6K external
encode and decode display support

(o) o
18% 35%
D Faster CPU Faster GPU

20 billi
Hiion Industry-leading 50% 1OOGBIS
performance per watt More memor y
transistors bandwidth Memory bandwidth
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8 DIMMs (2DPC)

ARRRRRRERERERARRIL

BIOS ROM-1
T ‘|

BIOS ROM-2

PO

Port80 LEDs

USB82.0 *2 o HUB

DDR4 DDR4. |

AMD EPYC Platform

8 DIMMs (2DPC)

AMD SP3

USB2.0

8

B Head

USB3.0 —| Front US

2* USB3.0 fommad

4 SATA/PClexd/4 PClex1

— e al USE Conn

U WUB ‘;
M |I5E2.0 "2 10 BMC

ATAIP
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=
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| 2" PCle x4

miniSAS HD
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PCle x8 PClex8 Siot 1

Clex8 Slot 2

PCle x16

PClex16 Slot_3

CPU: 32 appa (64 SMT),

IMMs (2DPC)

r Internal USB Header

AMD SP3

8 DIMMs (2DPC)
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) "
OcuLink X8 CONN *2

S I

PCle x16

PClex32 Slot 4

PClex16 Slot_5

8 KaHaNbHbIN KOHTpOAEp NaMSATH
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POST (Power-On Self-Test)

HauvanbHas nHmnumanmsaumsa yctponcts: video, SCSI, CPU, DMA, PIC, system memory
YteHne SPD mopynen DIMM (SMBus)
HacTtporka KoHTponnepoBs naMatun (tanMmurn ns SPD)

HacTtponka mapwpytmsaumnm agpecos mexagy NUMA-y3namum yepes MexnpoueccopHyto wuny (Intel QPI/UPI)

DRAM Channel 0 DRAM Channel 1

DRAM DRAM DRAM DRAM . [ DRAM DRAM DRAM DRAM
Rank Rank Rank Rank Rank Rank Rank Rank
Se A N N e 7
N7 N N N7
Memory Memory Memory Memory
Mapper Mapper Mapper Mapper

N
N/ N

Target Address Decoder

A

Target Address Decoder

A

Source Address Decoder

Source Address Decoder

Processor Socket 0

Processor Socket 1
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OTo6paxeHne dusnyeckux aapecos Ha 6aHku DRAM

= KoHTponnep namartu otobpaxkaet pusmueckme agpeca Ha MOAYIU NAMSATH:
[Physical adress] —> [Channel / Rank / Banks Group / Bank / Row / Col]

= LleneBble nokasaTtenu npu Bbibope cxeMbl OTOBpaXKeHUs aapecos:
o MuHnMMsaums KkoHdpnmkTos 6aHkos DRAM

o PaBHOMepHoe pacnpegeneHue 3anpocoB K KaHanaM namsTu

Virtual address (64 bit, x86-64):

Level 4 Index | Level 3 Index | Level 2 Index | Level 1 Index Page offset [0:11]
| os+cpu
Physical address (39 bit, Intel i7 11th Gen):
Page Frame [38:12] Page offset [0:11]
IMc

Memory channel (DDR4, pins):
Cmd | Addr: Bank Group, Bank, Row, Col Chip Sel. (Rank) Data [0:63]




OTo6paxeHne dusnyeckux aapecos Ha 6aHku DRAM

= OAMH KaHan NnamsaTv WUpPUHOU 64 BUT

* MukpocxeMa DRAM: 8 6aHkoB, 6aHK 2714 cTpok, 2°11 ctonbuos (16384 x 2048)

* YepepoBaHue cTpok 6aHKa (row interleaving)
O CTPOKM NocneaoBaTenbHO oTobpaxarTca Ha 6aHkn O, 1, ..., 7
o nepekntoyeHne baHka yepes 2”14 6anT (MCNONb30BaHbI BCE CTONOLbI CTPOKMK)

Physical Address
Row (14 bits) Bank (3 bits) Column (11 bits) Byte (3 bits)

OTobpaxkeHne agpecos npu nocnenosatesbHOM obpalweHnn no agpecam: 0, 1, ..., 16384, .., 49152, ..

%) 16384 32768 49152
16 KiB 16 KiB 16 KiB 16 KiB

Bank O Bank 1 Bank 2 Bank 3 ...




OTo6paxeHne dusnyeckux aapecos Ha 6aHku DRAM

= OAMH KaHan NnamMsaTv WUpUHOU 64 BUT

* MukpocxeMa DRAM: 8 6aHkoB, 6aHK 2714 cTpok, 2°11 ctonbuos (16384 x 2048)

= YepenoBaHue cTpoK Kew-namatu (cache line interleaving)
O CTpOKM Kew-namMatu (64B) nocnegosatenbHo oTobpaxaroTcd Ha 6aHkn 0, 1, ..., 7
o nepekn4yeHne baHka yepes 64 6anT

Physical Address
Row (14 bits) | Column (high 8 bits) Bank (3 bits) Column (low 3 bits) Byte (3 bits)

OTtobpaxkeHne agpecos npu nocnenosatenbHOM obpaweHnun no agpecam: 0, 1, ..., 64, ..., 192, ...

9 64 128 192
64B 64B 64B

Bank O Bank 1 Bank 2




OTo6paxeHne dpusnueckux aapecos Ha 6aHku DRAM

* Heckonbko KaHanoB namMATH (ABa KaHana — 1 6uT B aapece)

Physical Address

Channel Row (14 bits)

Bank (3 bits)

Column (11 bits)

Byte (3 bits)

Row (14 bits)

Channel

Bank (3 bits)

Column (11 bits)

Byte (3 bits)

Row (14 bits)

Bank (3 bits)

Channel

Column (11 bits)

Byte (3 bits)

Row (14 bits)

Bank (3 bits)

Column (11 bits) Channel

Byte (3 bits)

[lofIoBMHA NaMATU HA KaHan
YepenoBaHue kaHana yepes 16KiB

YepenoBaHue KaHana yepes 16KiB

YepenoBaHue KaHana yepes 8B

Row (14 bits)

Columnt (8 bits)

Bank (3 bits) Channel

Column (low 3 bits) Byte (3 bits)




Panpomusauua orobpaxkeHus aapecos Ha 6aHku DRAM

= KOHTpOsep NaMsaT MOXET NPUMEHSITb 3BPUCTUUYECKMIA aNTOPUTM A1 MUHMMU3AUUM KOH(PIMUKTOB
00CTyna K 6aHKaM namMaTu

Physical Address

Bank (3 bits) Column (11 bits) Byte (3 bits)

YV

XOR

Bank



C6op nHdpopmaunm o KOHpUrypauum
cuctembl (GNU/Linux)



$ lscpu
Architecture:
CPU op-mode(s):
Address sizes:
Byte Order:
CPU(s):
On-line CPU(s) Llist:
Vendor ID:
Model name:
CPU family:
Model:
Thread(s) per core:
Core(s) per socket:
Socket(s):
Stepping:
CPU max MHz:
CPU min MHz:
BogoMIPS:
Flags:

Virtualization features:

Virtualization:
Caches (sum of all):
Lid:
L1i:
L2:
L3:
NUMA :
NUMA node(s):
NUMA node@ CPU(s):
NUMA nodel CPU(s):
Vulnerabilities:
Itlb multihit:
Litf:
Mds:
Meltdown:
Mmio stale data:
Retbleed:
Spec store bypass:
Spectre v1:
Spectre v2:
Srbds:
Tsx async abort:

UHdopmaumsa o npoueccopax

x86_64

32-bit, 64-bit |
46 bits physical, 48 bits virtual

Little Endian ™
32

0-31

GenuineIntel

Intel(R) Xeon(R) CPU E5-2620 v4 @ 2.10GHz

2 x Intel Xeon E5-2620 v4
CoeanHenun QPI 2 (2 x 8 GT/s)
= KaHanoB namatu 4

6 » (Dusmyecknin agpec 46 out

79
2 |
8

Bandwidth 68256 MB/s

: (2133 MT/s ™ 8-bit * 4 channels)

3000 .0000

1200 .0000

4190.68

fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall

nx pdpelgb rdtscp lm constant_tsc arch_perfmon pebs bts rep_good nopl xtopology nonstop_tsc cpuid aperfmperf pni pclmulgdg dtesé
4 monitor ds_cpl vmx smx est tm2 ssse3 sdbg fma cx16 xtpr pdcm pcid dca sse4_1 sse4_2 x2apic movbe popcnt tsc_deadline_timer aes
xsave avx fl6c rdrand lahf_Llm abm 3dnowprefetch cpuid_fault epb cat_l3 cdp_l3 invpcid_single pti intel_ppin ssbd ibrs ibpb stib

p tpr_shadow vnmi flexpriority ept vpid ept_ad fsgsbase tsc_adjust bmil hle avx2 smep bmi2 erms invpcid rtm cgm rdt_a rdseed adx
smap intel_pt xsaveopt cgm_llc cgm_occup_llc cgm_mbm_total cgm_mbm_local dtherm ida arat pln pts md_clear flush_l1d

VT-x

512 KiB (16 instances)

4 Memory Channels

512.KiB (1§ instances) DDR4 / Upto Intel® Xeon® >inial
4 MiB (16 instances) 2133 MHz each Processor QPI Links
40 MiB (2 instances) E5-2600 v3

Product Family
2 PCle* 3.0 (Up to 12 cores)
0-7,16-23 Up to 40 Ports
8-15,24-31
KVM: Mitigation: VMX disabled x4 DMI 2.0

Mitigation; PTE Inversion; VMX conditional cache flushes, SMT vulnerable
Mitigation; Clear CPU buffers; SMT vulnerable

Mitigation; PTI

Mitigation; Clear CPU buffers; SMT vulnerable

Not affected

Mitigation; Speculative Store Bypass disabled via prctl

Mitigation; usercopy/swapgs barriers and __user pointer sanitization

Mitigation; Retpolines, IBPB conditional, IBRS_FW, STIBP conditional, RSB filling
Not affected

Mitigation; Clear CPU buffers; SMT vulnerable

6 USB 3.0 Ports

8 USB 2.0 Ports Intel® C612

Chipset

10 SATA Gen 3 Ports (6 Gb/s)

Intel® Xeon®

Processor
E5-2600 v3

Product Family
(Up to 12 cores)

4 Memory Channels

DDR4 [/ Up to
2133 MHz each

PCle* 3.0
Up to 40 Ports

8 PCle* 2.0 Ports

Intel® Ethernet Controller
XL710 Family



UMHdopmaumuna o npoueccopax

$ cat /proc/cpuinfo

processor : 0

vendor_id : GenuinelIntel

cpu family : 6

model : 79

model name : Intel(R) Xeon(R) CPU E5-2620 v4 @ 2.10GHz
stepping i1

microcode : Oxb000040

cpu MHz : 1200.000

cache size : 20480 KB
physical id : ©

siblings : 16

core id : 0

cpu cores : 8

apicid : 0

initial apicid 1 0

fpu > yes

fpu_exception : yes

cpuid level : 20

wp 1 yes

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe

syscall nx pdpelgb rdtscp Lm constant_tsc arch_perfmon pebs bts rep_good nopl xtopology nonstop_tsc cpuid aperfmperf pni pclmulgdq dtesé64 monitor
ds_cpl vmx smx est tm2 ssse3 sdbg fma cx16 xtpr pdcm pcid dca sse4_1 sse4_2 x2apic movbe popcnt tsc_deadline_timer aes xsave avx fl6c rdrand

Llahf _lm abm 3dnowprefetch cpuid_fault epb cat_Ll3 cdp_l3 invpcid_single pti intel _ppin ssbd ibrs ibpb stibp tpr_shadow vnmi flexpriority ept vpid
ept_ad fsgsbase tsc_adjust bmil hle avx2 smep bmi2 erms invpcid rtm cgm rdt_a rdseed adx smap intel_pt xsaveopt cgm_llc cgm_occup_llc
cgm_mbm_total cgm_mbm_local dtherm ida arat pln pts md_clear flush_l1d

vmx flags : vnmi preemption_timer posted_intr invvpid ept_x_only ept_ad ept_1gb flexpriority apicv tsc_offset vtpr mtf vapic ept vpid
unrestricted_guest vapic_reg vid ple shadow_vmcs pml

bugs : cpu_meltdown spectre_vl spectre v2 spec_store bypass l1ltf mds swapgs taa itlb_multihit mmio_stale_data
bogomips : 4190.68

clflush size: 64

cache_alignment : 64

address sizes : 46 bits physical, 48 bits virtual

power management:



UMHdopmaumuna o npoueccopax

$ Ls /sys/devices/system/cpu/cpu®

cache/
index@/

coherency_Lline_size

id
level

number of sets

physical Lline_partition
shared_cpu_list
shared_cpu_map

size
type
uevent

ways_of associativity

index1/
index2/
index3/
cpufreq/
cpuidle/
driver/
firmware node/
hotplug/
microcode/
node@/
power/
subsystem/
thermal_throttle/
topology/
crash_notes
crash_notes_size
uevent



UMHdopmaumuna o npoueccopax

# dmidecode -t processor
Getting SMBIOS data from sysfs.
SMBIOS 2.8 present.
Handle 0x007A, DMI type 4, 48 bytes
Processor Information
Socket Designation: SOCKET 1
Type: Central Processor
Family: Xeon
Manufacturer: Intel
ID: F1 06 04 00 FF FB EB BF
Signature: Type 0@, Family 6, Model 79, Stepping 1
Flags:
FPU (Floating-point unit on-chip)

Version: Intel(R) Xeon(R) CPU E5-2620 v4 @ 2.10GHz
External Clock: 100 MHz
Max Speed: 4000 MHz
Current Speed: 2100 MHz
Status: Populated, Enabled
Upgrade: Socket LGA2011-3
L1 Cache Handle: 0x0077

L2 Cache Handle: 0x0078

L3 Cache Handle: 0x0079
Part Number: Not Specified
Core Count: 8

Core Enabled: 8

Thread Count: 16

Characteristics:
64-bit capable
Multi-Core

Hardware Thread

Execute Protection
Enhanced Virtualization
Power/Performance Control



NMHdopmaumsa o namatu

$ lsmem

RANGE SIZE STATE REMOVABLE BLOCK
0x00000VLPVVVLYVYLD-Ox0VVVVVR/LEfffff 2G online yes %)
Ox00000VO1000VVYVV-0x0VVVRV10/fffffff 62G online yes 2-32
Memory block size: 2G

Total online memory: 64G

Total offline memory: 0B



NMHdopmaumsa o namatu

$ cat /proc/meminfo

MemTotal: 65824412 kB
MemFree: 63860084 kB
MemAvailable: 64524252 kB
Buffers: 2152 kB
Cached: 1107216 kB
SwapCached.: 0 kB
Active: 650548 kB
Inactive: 600712 kB
Active(anon): 996 kB
Inactive(anon): 142916 kB
Active(file): 649552 kB
Inactive(file): 457796 kB
Unevictable: 0 kB
Mlocked: 0 kB
SwapTotal: 8388604 kB
SwapFree: 8388604 kB
Dirty: 0 kB
Writeback: 0 kB
AnonPages: 142004 kB
Mapped: 251332 kB
Shmem: 2020 kB
KReclaimable: 140956 kB
Slab: 307208 kB



NMHdopmaumsa o namatu

$ free

total used free shared buff/cache available
Mem: 65824412 714916 63859204 2020 1250292 64523356
Swap: 8388604 %] 8388604



# dmidecode -t memory
Getting SMBIOS data from sysfs.

Handle 0x0063, DMI type 16, 23 bytes

Physical Memory Array
Location: System Board Or Motherboard
Use: System Memory
Error Correction Type: Multi-bit ECC
Maximum Capacity: 256 GB
Error Information Handle: Not Provided
Number Of Devices: 4

Handle 0x0065, DMI type 17, 40 bytes
Memory Device
Array Handle: 0x0063
Total Width: 72 bits
Data Width: 72 bits
Size: 8 GB
Form Factor: DIMM
Locator: DIMM_A1l
Bank Locator: NODE 1
Type: DDR4
Type Detail: Synchronous
Speed: 2133 MT/s
Rank: 1
Handle 0x0067, DMI type 17, 40 bytes
Memory Device
Array Handle: 0x0063
Size: 8 GB
Locator: DIMM_B1
Bank Locator: NODE 1
Rank: 1
Handle 0x0069, DMI type 17, 40 bytes
Memory Device
Array Handle: 0x0063
Size: 8 GB
Locator: DIMM_C1
Bank Locator: NODE 1
Rank: 1
Handle 0x006B, DMI type 17, 40 bytes
Memory Device
Array Handle: 0x0063
Size: 8 GB
Locator: DIMM_D1
Bank Locator: NODE 1
Rank: 1

NMHdopmaumsa o namatu

Handle 0x006D, DMI type 16, 23 bytes

Physical Memory Array
Location: System Board Or Motherboard
Use: System Memory
Error Correction Type: Multi-bit ECC
Maximum Capacity: 256 GB
Error Information Handle: Not Provided
Number Of Devices: 4

Handle 0@x006F, DMI type 17, 40 bytes
Memory Device
Array Handle: 0x006D
Total Width: 72 bits
Data Width: 72 bits
Size: 8 GB
Form Factor: DIMM
Locator: DIMM_E1
Bank Locator: NODE 2
Type: DDR4
Type Detail: Synchronous
Speed: 2133 MT/s
Rank: 1
Handle 0x0071, DMI type 17, 40 bytes
Memory Device
Array Handle: 0x006D
Size: 8 GB
Locator: DIMM_F1
Bank Locator: NODE 2
Rank: 1
Handle 0x0073, DMI type 17, 40 bytes
Memory Device
Array Handle: 0x006D
Size: 8 GB
Locator: DIMM_G1
Bank Locator: NODE 2
Rank: 1
Handle 0x0075, DMI type 17, 40 bytes
Memory Device
Array Handle: 0x006D
Size: 8 GB
Locator: DIMM_H1
Bank Locator: NODE 2
Rank: 1

8 mogynen DIMM
(DDR4 ECC 2133 MT/5s)

4 KkaHana namMam

Bandwidth 68256 MB/s
(2133 MT/s * 8-bit * 4 channels)



# lshw -short -C memory
H/W path Device

/0/63
/0/63/0
/0/63/1
/0/63/2
/0/63/3
/0/63/4
/0/63/5
/0/63/6
/0/63/7
/0/77
/0/78
/0/79
/0/7b
/0/7c
/0/7d

memozry
memozry
memozry
memozry
memozry
memozry
memozry
memozry
memozry
memozry
memozry
memory
memozry
memozry
memozry
memozry

Description

64KiB BIOS

NMHdopmaumna o namatu

64GiB System Memory

8GiB
8GiB
8GiB
8GiB
8GiB
8GiB
8GiB
8GiB

DIMM
DIMM
DIMM
DIMM
DIMM
DIMM
DIMM
DIMM

512KiB L1
2MiB L2 cache
20MiB L3 cache
512KiB L1 cache
2MiB L2 cache
20MiB L3 cache

DDR4
DDR4
DDR4
DDR4
DDR4
DDR4
DDR4
DDR4
cache

Synchronous
Synchronous
Synchronous
Synchronous
Synchronous
Synchronous
Synchronous
Synchronous

2133
2133
2133
2133
2133
2133
2133
2133

MHZz
MHZz
MHZz
MHZz
MHZz
MHZz
MHZz
MHZz

(9.
(9.
(9.
(9.
(9.
(9.
(9.
(9.

U1 U1 U1 U1 U1 U1 U1 Ui

ns)
ns)
ns)
ns)
ns)
ns)
ns)
ns)



$ getconf -a

LEVEL1 ICACHE SIZE
LEVEL1 ICACHE_ASSOC
LEVEL1 ICACHE LINESIZE
LEVEL1 DCACHE SIZE
LEVEL1 DCACHE_ASSOC
LEVEL1 DCACHE LINESIZE
LEVEL2 CACHE_SIZE
LEVEL2_CACHE_ASSOC
LEVEL2 CACHE _LINESIZE
LEVEL3_CACHE_SIZE
LEVEL3_CACHE_ASSOC
LEVEL3_CACHE _LINESIZE
LEVEL4 CACHE_SIZE
LEVEL4_CACHE_ASSOC
LEVEL4 CACHE _LINESIZE

¢ getconf LEVEL1_DCACHE_LINESIZE

64

getconf

52768

64
49152
12

64
1310720
20

64
12582912
12

64

5



$ cat /proc/cpuinfo

processor :
vendor_id :

cpu family
model
model name
revision
cpu MHz
cache@
cachel
cache?2
cache?3
bogomips

processor

processor :
vendor_id :

cpu family
model
model name
revision
cpu MHz
cache@
cachel
cache?2
cache?3
bogomips

nbbpyc-16C

level=1 type=Instruction scope=Private size=128K line_size=256 associativity=4
level=1 type=Data scope=Private size=64K line_size=32 associativity=4
level=2 type=Unified scope=Private size=1024K line_size=64 associativity=4

level=3 type=Unified scope=Private size=32768K line_size=64 associativity=16

level=1 type=Instruction scope=Private size=128K line_size=256 associativity=4
level=1 type=Data scope=Private size=64K line_size=32 associativity=4
level=2 type=Unified scope=Private size=1024K line_size=64 associativity=4

0
Elbrus-MCST
6
: 0
E16S
0
2000.452
: 4000.07
1
15
Elbrus-MCST
6
: 0
E16S
0
2000.452
: 4000.07

level=3 type=Unified scope=Private size=32768K line_size=64 associativity=16



Lenovo ThinkPad X1 Nano Genl

$ cat /proc/cpuinfo
11th Gen Intel(R) Core(TM) i7-1160G7 @ 1.20GHz

Intel TigerLake UP4

2 KaHana namMatu LPDDR4x-4267:
68 GB/s (2 channels * 4 * 2B width * 4267 speed)

11th Generation Intel Core: Processor Datasheet Volume 2 of 2

2.3 System Address Map
«The processor supports 512 GB (39 bits) of addressable memory space
and 64KB+3 of addressable 1/0 space»

$ sudo dmidecode -t memory
Handle 0x0001, DMI type 16, 23 bytes
Physical Memory Array

Maximum Capacity: 16 GB

Number Of Devices: 8
Handle 0x0002, DMI type 17, 92 bytes
Memory Device

Total Width: 16 bits

Data Width: 16 bits

Size: 2 GB

Type: LPDDR4

Speed: 4267 MT/s

$ sudo dmidecode -t memory | grep Locator
Locator: Controllerd-ChannelA
Bank Locator: BANK ©
Locator: Controllerd-ChannelB
Bank Locator: BANK 1
Locator: Controllerd-ChannelC
Bank Locator: BANK 2
Locator: Controllerd-ChannelD
Bank Locator: BANK 3
Locator: Controllerl-ChannelA
Bank Locator: BANK ©
Locator: Controllerl-ChannelB
Bank Locator: BANK 1
Locator: Controllerl-ChannelC
Bank Locator: BANK 2
Locator: Controllerl-ChannelD
Bank Locator: BANK 3



Raspberry Pi 4 Model B Rev 1.1 (ARMv8)

$ lscpu

Architecture: aarché64

CPU op-mode(s): 32-bit, 64-bit
Byte Order: Little Endian
CPU(s): 4

On-line CPU(s) Llist: 0-3

Thread(s) per core: 1

Core(s) per socket: 4

Socket(s): 1

Vendor ID: ARM

Model: 3

Model name: Cortex-A72

$ getconf LEVEL1 _DCACHE_LINESIZE
64

$ cat /sys/firmware/devicetree/base/model
Raspberry Pi 4 Model B Rev 1.1

Quad-core Cortex-A72 (ARM v8) 64-bit SoC @ 1.5 GHz
RAM: LPDDR4-2400 SDRAM

L1: 32 Kb gaHHbIx + 48 Kb kawa L1 Ha sapo

L2 1 Mb



